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ABSTRACT
Locaccino is a location sharing application designed to em-
power users to effectively control their privacy. It has been
piloted by close to 2000 users and has been used by re-
searchers as an experimental platform for conducting research
on location-based social networks. Featured technologies
include expressive privacy rule creation, detailed feedback
mechanisms that help users understand their privacy, algo-
rithms for analyzing privacy preferences, and clients for mo-
bile computers and smartphone devices. In addition, varia-
tions of Locaccino are also being piloted as part of research
on user-controllable policy learning, learning usable privacy
personas and reconciling expressiveness and user burden.
The purpose of this demo is to introduce participants to the
features of Locaccino, so that they can try out the Locaccino
smartphone and laptop applications on their own devices, lo-
cate their friends and colleagues, and set rich privacy poli-
cies for sharing their location.
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INTRODUCTION AND BACKGROUND
While location awareness can enhance the user experience in
many applications, including social networks and electronic
commerce services, it can raise privacy concerns. Empiri-
cal evidence shows that users are concerned about who has
access to their location [5], and these concerns impact their
willingness to use these technologies. Commercial location
∗Primary contact

Copyright is held by the author/owner(s).
UbiComp ’10, September 26-29, 2010, Copenhagen, Denmark.
ACM 978-1-4503- 0283-8/10/09.

sharing applications such as Google Latitude, Foursquare,
and Yahoo Fire Eagle, offer coarse and limited control over
the conditions under which ones location is shared with oth-
ers. Common preferences such as “I am only willing to share
my location with my colleagues on weekdays between 9am
and 5pm and only when I am on campany premises” cannot
be captured by the privacy settings these applications offer
their users.

Locaccino1 was built to empower users to effectively man-
age routine every day location sharing privacy preferences.
It incorporate findings on the complexity of peoples privacy
preferences and the importance of auditing functionality [4,
2, 6] and continues to serve as a basis for experimenting with
new user-oriented privacy management functionality. Since
its launch in January 2009, Locaccino has been used by close
to 2000 users in 67 countries. Locaccino is designed as an
open framework, allowing 3rd party applications to securely
integrate its location tracking and privacy enforcement capa-
bilities.

Previous studies which empirically investigated people’s pri-
vacy preferences in location sharing were mainly based on
the short term experience sampling method [1] or on lab
studies [3]. Locaccino was designed to incorporate find-
ings of our earlier research in privacy and location sharing,
in the context of PeopleFinder [4] (multiple pilots involv-
ing several hundred users in 2006 and 2007) and Locyution
(2008) [6]. Locaccino was designed to be highly scalable
and to support large-scale evaluation of different types of
user-oriented privacy management functionality.

OVERVIEW OF LOCACCINO
Locaccino leverages the user’s existing social networks on
Facebook to facilitate location sharing. Users who connect
to Locaccino using their Facebook account are able to re-
quest the location of friends who have installed the Locator
software. The application comprises two main components:

• User interface: The user interface is available both as
a web-page and in the form of mobile clients, allowing
users to request friends’ locations, set up privacy rules,
audit requests for their location, and access other privacy
management functionality.

• Locator software: The locator software transmits the user’s
location to the Locaccino database on a regular basis the

1http://locaccino.org
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Locaccino Web Application Android Client

Figure 1. The Locaccino Web application (on the left) and the mobile
client installed on an Android phone (on the right). The web appli-
cation shows the user’s friends, and allows the user to configure rich
privacy settings. The locator software, installed on smartphones and
laptop computers reports the user’s location.

frequency of updates varies based on different environ-
mental conditions. Users can install the locator software
on their laptop computers (Mac and Windows) or on their
smartphones (Android, Symbian and iPhone). The loca-
tor determines the user’s location using a combination of
methods: GPS, cell tower triangulation, and WiFi posi-
tioning.

Location Requests
Users can submit requests for the location of their friends.
These requests are processed by the Locaccino server in ac-
cordance with the privacy settings of the user whose loca-
tion is being requested. Users also have access to one-click
client-based functionality that allows them to override these
rules and become “invisible”. When a request for someones
location is denied, the response provided by Locaccino is
intentionally ambiguous, making it difficult (if not impossi-
ble) for the requester to determine whether the target user is
currently out of range, has turned off her cell phone, has be-
come invisible or does not have a rule allowing this specific
request

Privacy Controls
Users control their location sharing preferences by manag-
ing location disclosure rules. When first adding the appli-
cation, the default disclosure policy is to deny all requests.
Rules are constructed from three criteria that grant access,
called “restrictions”, all of them should be satisfied by the
incoming request:

• Friends (Who): Friend restrictions specify individual Face-
book friends, groups of Facebook friends, or whole Face-
book Networks (e.g. the “Carnegie Mellon” network) with
whom a user is willing to share his or her location infor-
mation.

• Time (When): Users can define time spans (i.e. 9 am - 5
pm) and days of the week during which they wish to allow
others access to their location information.

• Locations (Where): Users can define and manage the ge-
ographic areas where they wish to be located.

In addition to allowing for the creation of rich privacy rules,
Locaccino allows users to review the complete log of re-
quests made for their location. Users can review who made
each request, and whether it was allowed, denied, or if they
were offline or hidden. Users can also view a map of where
they were at the time of the request. Additionally, Locaccino
allows users to view who can currently locate them, which
helps users evaluate their rules.

OPEN API
Locaccino provides secure access to 3rd party applications
using an Application Programming Interface (API). The API
is actively used by Locaccino clients to send and request lo-
cations and access some of the privacy controls. Users can
control the API access rights to individual applications using
the familiar rules interfaces, creating a secure and trustwor-
thy environment for ubiquitous computing research.
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